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1
Decision/action requested

This contribution provides a pCR to Annex E.1.5 through E.1.6.
2
Proposals
This contribution proposes to use a single NAS security termination point for 5G phase 1.
3
Rationale

See companion contribution on resolution of Editor’s Notes in S3-170638.
4
Detailed proposal

******************START OF pCR**********************
E.1.5 
Questions and Interim Agreements for Key Issue #1.5

E.1.5.0 
Questions in other clauses affecting this key issue

TBD
E.1.5.1 
Shall CP integrity be mandatory to support / use by 5G UEs, 5G networks?
E.1.5.1.1 
Description of Question

The question intends to address the folloing points:

1. Shall the CP integrity be mandatory to support by 5G UEs?

2. Shall the CP integrity be mandatory to support by 5G network?

3. Shall the CP integrity be mandatory to use by 5G?

4. Shall the CP integrity be mandatory to use by 5G network?
E.1.5.1.2 
Interim Agreement
TBD.
E.1.5.x 
Shall integrity for all NAS messages terminate in a single point?
E.1.5.x.1 
Description of Question

NAS messages between UE and network are MM messages between UE and AMF or SM messages between UE and SMF. SA2 has already decided that all NAS messages for one UE are routed via a single AMF. SA2 has also assigned security functionality for NAS messages to the AMF, but not to the SMF, cf. TS 23.501 v030, clauses 6.2.1 and 6.2.2. An Editor’s Note in these clauses leaves the possibility open for SA3 decisions to override this assignment. 
The question to be answered by SA3 (in the context of key issue 1.5) is whether there shall be a single termination point for integrity protection for all NAS messages, including MM and SM messages. 
E.1.5.x.2 
Interim Agreement
There shall be a single termination point for integrity protection for all NAS messages, including MM and SM messages. This point shall be the AMF. 
******************NEXT CHANGE**********************
E.1.6 
Questions and Interim Agreements for Key Issue #1.6

E.1.6.0 
Questions in other clauses affecting this key issue

TBD
E.1.6.1 
Shall CP confidentiality be mandatory to support / use by 5G UEs, 5G networks?
E.1.6.1.1 
Description of Question

The question intends to address the folloing points:

1. Shall the CP confidentiality be mandatory to support by 5G UEs?

2. Shall the CP confidentiality be mandatory to support by 5G network?

3. Shall the CP confidentiality be mandatory to use by 5G?

4. Shall the CP confidentiality be mandatory to use by 5G network?
E.1.6.1.2 
Interim Agreement

TBD.
E.1.6.x 
Shall confidentiality for all NAS messages terminate in a single point?
E.1.6.x.1 
Description of Question

For the background see E.1.5.x.1. 

The question to be answered by SA3 (in the context of key issue 1.6) is whether there shall be a single termination point for confidentiality protection for all NAS messages, including MM and SM messages. 
NOTE: it is obvious that the questions in E.1.5.x.1. and the present question need to be answered in the same way. 
E.1.6.x.2 
Interim Agreement
There shall be a single termination point for confidentiality protection for all NAS messages, including MM and SM messages. This point shall be the AMF. 
******************END OF pCR**********************
